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Policy Statement

Big Lakes County is committed to the secure and responsible use of technology to support the
delivery of services to residents. This policy establishes requirements for the appropriate use,
protection, and management of County IT Assets and data, and defines acceptable and prohibited
activities for all Users.

Definitions

e County shall mean Big Lakes County.

e County Data shall mean all information created, received, stored, or maintained by the
County.

e IT Asset shall mean any computing device, IT system, IT network, phone line, software,
virtual computing platform, and related hardware.

e Multi-Factor Authentication (MFA) shall mean an authentication method that requires
two or more verification factors to gain access to a system or application.

e Privacy Officer shall mean the County staff member(s) designated as Privacy Officer(s) by
the Chief Administrative Officer in accordance with the Chief Administrative Officer
Bylaw N0-20-2023 and section 209 of the MGA.

e Security Classification System shall mean PUBLIC, CONFIDENTIAL, and RESTRICTED
classifications established under the Privacy Management Policy.

e User shall mean any Big Lakes County employee, elected official, volunteer, third-party
vendor, contractor, service provider, consultant, or any other individual that uses County
IT Assets or has access to County Data.

Policy

1. User Responsibilities
a. Users must only use County-approved technology, systems, and services to access,
store, or process County Data.
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County IT Assets remain the property of the County and must be used in
accordance with this policy.

Upon separation or contract termination, Users must return all County IT Assets
and must not retain any County Data in any form, unless expressly authorized.
Users must take reasonable steps to secure their physical work environment,
including locking devices when unattended and preventing unauthorized viewing
of information.

Users must protect County Data from unauthorized access, use, or disclosure in
accordance with applicable legislation and County policies.

Lost, stolen, or compromised devices must be reported immediately upon
discovery. The County reserves the right to secure, disable, or wipe devices to
protect County Data.

Users must maintain the confidentiality of authentication credentials and store
passwords securely. Where provided, Users shall use County-approved password
management tools.

Users must use Multi-Factor Authentication (MFA) where implemented.

Users must only access systems and County Data for which they are authorized
and that are required to perform their job duties.

Users must maintain the confidentiality of County information during and after
their employment or engagement with the County.

Users must complete required cybersecurity awareness training and may be
subject to simulated security exercises and additional training where deficiencies
are identified.

Users must access, store, transmit, and process County Data in accordance with its
assigned security classification as defined in the Privacy Management Policy
(PMP).

2. Prohibited Use

a.

b.

Only approved and authorized devices may be connected to networks or systems.
This includes removable devices (e.g., flash drives) and personally owned devices.
Users must not share authentication credentials or allow the use of their account
by others.

i. Users are responsible for all activity originating from their usernames and
accounts.

Users must not attempt to bypass or circumvent security controls, including
authentication, monitoring, or access controls.

Users must not install unauthorized software or hardware, or modify system
configurations, unless explicitly authorized.

Users must not engage in activities that disrupt County systems, introduce
malicious software, or otherwise compromise system security.

i. Users must not perform any form of network monitoring, port scanning or
security scanning unless this activity is a part of the individual's normal job
and is formally authorized.

Users must not use County IT Assets for unlawful, discriminatory, harassing, or
unauthorized commercial or political activities.

Accessing or distributing sexually explicit or otherwise inappropriate material
using County IT Assets is prohibited.
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h. Users must not use County IT Assets for personal economic gain or private
business activities.

i. Users must not use unauthorized applications, services, storage solutions, or
processes to access, store, transmit or remove County Data.

j.  Users must not use Generative Artificial Intelligence tools in a manner that
contravenes the County’s Artificial Intelligence Policy.

3. Expectations of Privacy

a. When using County IT Assets, Users should have no expectation of privacy. Access
to and use of County systems, including internet activity, email, and instant
messaging, should not be considered private.

b. The County reserves the right to monitor, log, access, review, and disclose all
information created, stored, transmitted, or received using County IT Assets for
authorized operational, security, or legal purposes. This may include the review of
files, messages (including attachments), and system logs. Such information may be
retained and used in audits, investigations, litigation, and Access to Information
requests.

4. Personal Use
a. Limited personal use of County IT Assets is permitted, provided such use:
i. Does not interfere with job duties or productivity;
ii. Does not consume excessive system or network resources; and
iii. Does not violate this policy, any applicable legislation, or any other County
policy.

b. Users must not use personal accounts, applications, or services to access, store, or
transmit County Data unless expressly authorized.

c. Users must not use County IT Assets for personal activities that introduce security,
legal, or reputational risk to the County.

5. Reporting Violations

a. Users must immediately report any known or suspected security or privacy
incident, including data loss, unauthorized access, phishing, or compromised
devices, to the IT Administrator and Records Management and Information
Coordinator and must not attempt to investigate or remediate incidents unless
authorized.

6. Device and Access Security

a. County systems and data may only be accessed using County-approved devices or
authorized personal devices.

b. All devices used to access County systems or data must meet County security
requirements, including appropriate security controls such as access protection,
system updates, and device security configurations.

¢. Remote access to County systems must occur through approved secure access
methods, and users must not access County systems using unsecured networks
unless expressly authorized.

d. County Data must only be stored, processed, and transmitted using approved
County systems and services.

e. Personal devices may only be used to access County systems or data where
expressly authorized. As a condition of such access, users acknowledge that
security controls may be applied to the device, including the ability to monitor,
restrict access, or remotely lock or wipe the device to protect County Data.
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f.  Users must take reasonable precautions when accessing County systems remotely,
including preventing unauthorized viewing of CONFIDENTIAL or RESTRICTED
information.

g. Access to County systems and data may be restricted based on geographic location
or other risk-based controls as determined by the County.

h. RESTRICTED information must not be accessed, stored, or processed on personal
devices unless explicitly authorized and subject to approved security controls.

Exceptions

e This section does not apply to the use of Generative Artificial Intelligence tools, which is
governed exclusively by the Artificial Intelligence Policy.
e Exceptions may be approved by the IT Administrator where operationally necessary, and
risks are understood and accepted.
e Exception requests must be submitted in writing and include:
o Thereason for the request; and
o An assessment of the risks to the County.

e Approved exceptions must be documented and may be subject to periodic review and
revocation.

Non-Compliance

e Failure to comply with this policy may result in the suspension or revocation of access to
County networks and devices, forfeiture of issued IT Assets, disciplinary action, up to and
including termination of employment or contract and may include legal action where
applicable.

—~~  cpi¢f Administrative Officer
¢/zs/e

Date of Final Signature
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