Big Lakes County Policy

Privacy Management Policy

Policy Number: Admin 79

Legal Authority: Section 25 of the Protection of Privacy Act, SA 2024, ¢ P-28.5.
Approved by Council: June 24, 2026

Effective Date: June 24, 2026

Revised Date:

Policy Statement

The purpose of this policy is to establish a Privacy Management Program, in compliance with
section 25 of the Protection of Privacy Act.

Definitions

ATIA means the Access to Information Act, SA 2024, ¢ A-1.4, as amended from time to time.

Biometric Information has the same meaning as in the POPA, and includes information derived
from an individual's unique measurable characteristics.

Commissioner means the Information and Privacy Commissioner appointed under the ATIA.
Complaint means a complaint received by the County pursuant to section 38(2) of the POPA.
County means the municipality of Big Lakes County.

Data Derived from Personal Information means data (i) created by data matching, and (ii) that
identifies any individual whose Personal Information was used in the data matching.

Incident means the loss of, unauthorized access to, or unauthorized disclosure of Personal
Information in the custody or under the control of the County where a reasonable person would
consider that there exists a real risk of significant harm to an individual as a result of the loss,
unauthorized access, or unauthorized disclosure.

MGA means the Municipal Government Act, RSA 2000, ¢ M-26, as amended from time to time.

Non-Personal Data means data, including data derived from Personal Information, that has been
generated, modified or anonymized so that it does not identify any individual, and includes
Synthetic Data.

Personal Information has the same meaning as in the POPA.
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Personal Information Inventory means a record maintained by the County that identifies the
categories, locations, and flows of personal information held across County program areas,
including the purposes for which it is collected, used, retained, and disclosed, and the legislative
authority for collection.

POPA means the Protection of Privacy Act, SA 2024, ¢ P-28.5, as amended from time to time.

Privacy Officer means the County staff member(s) designated as Privacy Officer(s) by the Chief
Administrative Officer pursuant to section 209 of the MGA.

Regulation means the Protection of Privacy (Ministerial) Regulation, AR 143/2025, as amended
from time to time.

Required Persons means those persons identified in section 10(2) of the POPA to which notice must
be given in the event of an incident, and which includes the impacted individual, the Minister of
Technology and Innovation, and the Commissioner.

Synthetic Data means artificial data created to maintain the structure and patterns of real data
without being linked to any individual in the original data set.

Responsibilities
1. The Chief Administrative Officer (CAO) is responsible for:

a. Designating a Privacy Officer to administer and support day-to-day compliance with POPA
and the ATIA;

b. Establishing, implementing, supporting, and maintaining a Privacy Management Program
(PMP) in accordance with section 25 of POPA, proportionate to the volume and sensitivity
of personal information held by the County;

c. Maintaining and regularly updating a Personal Information Inventory that documents the
County's personal information holdings by program area;

d. Providing direction and accountability to employees, volunteers, contractors, and service
providers to fulfill their obligations under the PMP;

e. Ensuring sufficient financial, human, and technological resources are allocated to support
effective privacy management, including training, safeguards, and monitoring;

f.  Ensuring Privacy Impact Assessments are completed where required under POPA and prior
to implementing new or significantly changed initiatives involving personal information;

g. Ensuring procedures are in place to identify, manage, and report privacy breaches,

including notification to affected individuals and the Office of the Information and Privacy
Commissioner where required;
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h.

I

Overseeing compliance with the ATIA, including access request processing,
decision-making authority, and adherence to legislated timelines; and

Reporting to Council, at least annually or as required, on the effectiveness of the PMP,
including significant privacy risks, breaches, and compliance matters.

2. The Privacy Officer is responsible for:

d.

b.

Administering the requirements of the POPA and the ATIA;

Overseeing the PMP, including monitoring its effectiveness;

Acting as liaison with the Office of the Information and Privacy Commissioner;
Receiving Complaints and Incident reports;

Providing notice of an Incident to Required Persons;

Correcting Personal Information, where requested, in accordance with the Correction of
Personal Information Procedure;

Developing and maintaining privacy policies, procedures, and guidance materials;
Administering training for County staff, elected members, and volunteers; and

Reviewing the County’s PMP every 2 years and updating applicable policies and procedures,
as required.

3. County staff, volunteers, and contractors are responsible for:

a.

b.

Policy

Adhering to this Policy and all associated procedures;

Abiding by the ATIA and the POPA;

Reporting an Incident to the Privacy Officer;

Where they are the recipient of a Complaint, reporting the Complaint to the Privacy Officer;

Completing training as required by the Privacy Officer and this Policy;

1. The CAO designates the Records and Information Management Coordinator as the Privacy
Officer for the County. The Privacy Officer can be contacted at:

5305-56 St.
Box 239
High Prairie, AB TOG 0X0
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10.

Phone 780-523-5955
Email: privacyofficer@biglakescounty.ca

This policy applies to all records in the custody or control of the County and to all employees,
elected officials, volunteers, contractors, service providers, consultants, and any other
individuals acting on behalf of the County.

County staff, volunteers, and contractors must abide by this Policy and its procedures at all
times. Where there is a question about this Policy, obligations under the ATIA or the POPA, or
whether an event constitutes an Incident, County staff, elected members, and volunteers should
contact the Privacy Officer.

County staff and volunteers will be required to undergo training in relation to this Policy and
its procedures every year. Failure to complete training may result in disciplinary action up to
and including termination.

a. Elected members of the County may attend training in relation to this Policy and its
procedures but are not required to do so.

County staff and volunteers who fail to abide by this Policy and its procedures may be subject
to disciplinary action up to and including termination.

a. Contractors found to be in violation of this policy and its procedures may be subject to
suspension or termination of their contract.

Incidents must be reported to the Privacy Officer in accordance with the County’s Incident
Response Procedure.

Complaints must be reported to the Privacy Officer in accordance with the County’s Complaint
Procedure.

If the County receives a request to correct Personal Information, the Correction of Personal
Information Procedure will be followed.

The County will complete Privacy Impact Assessments in accordance with the POPA and the
Regulation.

a. This includes systems or tools that use automated processing or Artificial Intelligence to
support County programs or services.

Individuals may provide consent for the collection, use, or disclosure of Personal Information,
Data Derived from Personal Information, or Non-Personal Data electronically, but consent must
be provided to the County in writing, unless otherwise provided in this Policy.

a. Constructive consent may be provided where signage is posted at a County event or
facility clearly indicating that participation or access to the event or facility constitutes
the providing of consent for the collection of Personal Information.
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11.

12.

13.

14.

The County will provide a collection notice to individuals when collecting personal information
directly from them, in accordance with section 6 of POPA. Where personal information will be
input into an automated system, the collection notice will include the disclosure required by
section 8 of POPA.

Systems containing Personal Information, Data Derived from Personal Information, or Non-
Personal Data will be monitored on an ongoing basis to assess security measures and mitigate
risk.

The County does not currently conduct data matching as defined in POPA. Should the County
undertake data matching in the future, it will do so only in accordance with Part 3 of POPA,
including execution of a data matching agreement and notification to the Commissioner as
required.

Written administrative, technical, and physical safeguards will be implemented in accordance
with the POPA and the Regulation.

Security Classification System

1.

2

Records of the County shall be classified into the following groups:

1. PUBLIC: Information approved for public release or routine disclosure. Unauthorized
disclosure causes no harm to the municipality, individuals, or partners.

2. CONFIDENTIAL: Non-public operational information where unauthorized disclosure
could result in moderate harm, embarrassment, loss of trust, or limited legal or financial
impact.

3. RESTRICTED: Information where unauthorized disclosure could result in serious harm,
including legal liability, safety risks, or significant reputational or financial damage.

Where arecord or data set contains information from more than one classification level, it must
be handled according to the highest applicable classification level.

Associated Procedures

e Complaint Procedure

e Correction of Personal Information Procedure

e Incident Response Procedure

e Non-Personal Data and Automated Systems Procedure

Accessibility

The County’s PMP is available to the public, upon request, subject to any withholdings required or
permitted by law.
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Review Period

This Policy and its procedures shall be reviewed and assessed every 2 years and updated as
required.

Non-Compliance

Violations of this policy will be treated like other allegations of wrongdoing at the County.
Allegations of misconduct will be adjudicated according to established policies and procedures.
Sanctions for violations of this policy may include, but are not limited to one or more of the
following:

Oral and/or written warning.
Suspension with revocation of system access.

Termination of employment.
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Legal action according to applicable laws and contractual agreements.
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